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Whatis a signature 7

2 party protocol to verity the authenticity of o message
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Whatis a threshold signature ?

Interactive protocol to distribute signature generation such that:

o gres o e 1 s o e

s @

@ W
W sk

Sk4 (Ta N) — (396)

—> Signature



SECUrlty requirements

% Correctness: with at least 1T-out-of-/N partial signing keys, we can sign.

<% Unforgeability: remains unforgeable even if up to T — 1 parties are corrupted, where 7" < T — 1.







Tailored FHE

W—*n\

er———»n7
S




Family of technigues
different designs choices, different pros/cons

Thresholdization
technique

Signature size Rounds Comm cost/party

Tailored




Whatis the rationale of
(tallored) threshold?



requires corresponding public key

secret sharing signing combining verifying






S Fiat-Shamir

NIST standard (ML-DSA — “Dilithium”)




(rlooded) Fiat-Shamir 101



SImple identification pProtocol

Keygen() — sk, vk

« vk = A - sk for short sk

R
5 Commit
i : |« Sampleashortr
«e W=A-T - o
: Challenge
C « Sample a short ¢
-—
Answer
Z=c-sk+r .
Verify

e W¥=A.-Z—c-vk
o AsSertw* =w

o Assert z short

(all operations are mod q) S e o A o A B B A B B B B A B B B A B A A A A A A A AN E A mEmmnnnn
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SImple identification pProtocol

Keygen() — sk, vk

« vk = A - sk for short sk

Q :
A Commit
i i |« Sampleashortr
i s W=A-r
e ¢ = Hash(w)
Z —_— C Sk _I_ r i c Z ? ............................................................................................
Verify

e W¥=A.2—c-Vk
 Assert ¢ = Hash(w™*)

o Assert z short
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Flat-Shamir on lattices

« vk = A - sk for short sk

« Sample ashortr

e W=A"'r
. ¢ = Hash(m, w)
e Z=cC-sk+r

o Output ¢,z

e W¥=A.2Z—c-Vk

 Assert ¢ = Hash(m, w*)

o Assert Z short

(all operations are mod q)



What about haraness 7

Short integer solution (SIS)

Short integer solution (SIS)

Hint-LWE
o Output ¢,z

Short integer solution (SIS)| « w*=A-z—c - vk

« Assert ¢ = Hash(m, w*)

o Assert Z short

(all operations are mod q)






How to share a secret?



Introducing Shamir secret sharing

Secret : line /

Shares : points «* of /




Introducing Shamir secret sharing

Secret : line /

Shares : points «* of /

“Through two points goes only one line”



Introducing Shamir secret sharing
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“Through two points goes only one line”



Introducing Shamir Secret Sharing

T out of N parties can collaborate to recover a message and 7' — 1 parties cannot.

Secret : curve of degree 2 /> / \

Shares : points e* of /> /

“Through 3 points goes only one parabola”



Introducing Shamir secret sharing

Secret: curve of degree 2 /~—
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Introducing Shamir secret sharing

—_

Secret : curve of degree 2 /— \‘\

Shares : points ¢ of /™

“Through 3 points goes only one parabola”



Introducing Shamir secret sharing

“Through T points goes only one curve of degree T-1"
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sk = Lsky + L,sky + Lssks
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e W¥F=A.Z—c-Vk

« Assert ¢ = Hash(m, w™*)

o AssertZ short



1- Agree on challenge ¢

sk = Lsky + L,sky + Lssks

e
& v

s

Sk4

e W¥F=A.Z—c-Vk

« Assert ¢ = Hash(m, w™*)

o AssertZ short



1- Agree on challenge ¢

2 - Compute the partial signature sk = L;sk; + L,sk, + Lssks
d Z; =C-sk;+r
sk 1 1

k)

Z5=C°Sk5+l’5

)

Sk4

e W¥F=A.Z—c-Vk

« Assert ¢ = Hash(m, w™*)

o AssertZ short



1- Agree on challenge ¢
2 - Compute the partial signature sk = L;sk; + L,skp + Lcsks

3 -Combine
Sk6 @
@ ns b
Z5=C'Sk5--l'5

Z2 =C- Sk2 T 1’2 Sk4
+ Z1=C°Sk1--l'1

Combine e W¥=A.7Z—c- vk

« Assert ¢ = Hash(m, w™*)

Output (¢, Lz, + Lz, + LsZs)

o AssertZ short




ANC NOW what?
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Z5=C°Sk5+l'5

Sk4

7 = lel + L2Z2 + L5Z5 =C- (L15k1 + LszZ + L58|(5) + (Lll’l + L21‘2 + L5I’5)

Secret sharing Secret sharing
of the secret of the noise
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Golng further.. the big picture

(—) Small threshold only



« vk = A - sk for short sk

Sample a short Sample a short r, Sample a short r;

W1=A-l‘1 W2=A-I'2 W3=A-I‘3

C = HaSh(m, W, + W, + W3) C = HaSh(m, W, + W, + W3) C = HaSh(m, W, + W, + W3)

Z, =C-sk; +r, Z,=C-sky+r, Z; = C - sk3 + 13

Output ¢, Z, Output ¢, z, Output ¢, Z,

Combine

e W*¥=A-7Z,— - vk W*=A-2;—c-Vvk;
Output (€,z; + 2, + Z;)

 Assert ¢ = Hash(m, w*) Assert ¢ = Hash(m, w*)

 Assert Z; short Assert Z, short

e W¥=A-Z—c-vk
 Assert ¢ = Hash(m, w*)

o Assert Z short




What is happening nhere?

Achievable by ramp secret sharing / distributed secret sharing techniques



Verify

pk [[pk]] (pkly 9pkN)

A A
As+e As; + e;
- Share
%k Reconstruct IIS]] (81’ SN)
Sign Sign
“ %' Share - 'Y. %
(z,y) = Sign(sk,m) [(z,y)] = (Sign(si,m)),

Reconstruct

Verify



Short look at the norm verification

s1g = (c¢,Z) where z = Z Z
i

2 2 ./
lzll* = ) llzl2+ ) (z.2,)
i iz

Can not assume Z;'s are Gaussians (=honest).

< B?

oare thaNks to PartialVerify This corresponds to malicious users could

(=~ fully honest case) align their z;'s.

(what SIS bound must cover)



How malicious users can preak it

idea: o subset C of malicious users collude >> can pass PartialVerify, but fail the global one

Honest case: small Gaussian vectors Corrupted case: somewhat aligned vectors
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What can we say apout honest vectors?

honest signatures : ||Z|| ~ 0(0\/2) and ” ZUZi” = 0(0 Nn)

vector correlating too much with the final signature is likely to be corrupted



‘Ne D* test % Noy/n - (1+0(1)) —— Noy/pr - (1 +o(1))

. traitors = @
. For 1€U

. If ||z]| > (1 +5)0\/2, put user i in traitors

7,7 — 1, o .
_Else if <Hl Hl> > 6+\/¢, put user i in traitors
Z— 17,

. Return traitors.

get 10-20 bits of security — for free



Beyond .

Raccoon : pack to rejection sampling

no free lunch: the further away my starting distribution is, the more reject | have to do.




Beyond Raccoon : back to rejection sampling

Rejection sampling

e Z=V+4r Start from v, add mask r ~ y,., targeting y,

My (r)

o If b=0 then z= 1

e b« 3R (max ( X(Z) 1)) Rej(V, Yy Xy M) ~ ()(Z | %(I/M))

— distribution of Z is independent of the secret value v

o Return z




Keygen() — sk, vk

« vk = A - sk for short sk

Skl Sk2 Sk3
Sign Sign Sign
« Sample a shortry « Sample a shortr, « Sample a short r;
e W =A-T1, «c W, =A-T1, « Wy =A-TI;
e E ——

e C = HaSh(m, Wq + W, + W3) o C = HaSh(m, Wq + W, + W3) e C = HaSh(m, W, + W, + W3)

Rejection sampling Rejection sampling Rejection sampling
) = Rej(c ) Skla)(r?)(z’ M; rl) Z, = Rej(c ) Sk29)(r9)(z9 M; 1'2) 13 = Rej(c ) Sk3a)(r9)(z9 M; 1'3)

Combine

. Output (€,Z; + 2, + Z5)




Keygen() — sk, vk

« vk = A - sk for short sk

Skl Sk2 Sk3
Sign Sign Sign
« Sample a shortry « Sample a shortr, « Sample a short r;
e W =A-T1, «c W, =A-T1, « Wy =A-TI;
e E ——

e C = HaSh(m, Wq + W, + W3) o C = HaSh(m, Wq + W, + W3) e C = HaSh(m, W, + W, + W3)

Rejection sampling Rejection sampling Rejection sampling
) = Rej(c ) Skla)(r?)(z’ M; rl) Z, = Rej(c ) Sk29)(r9)(z9 M; 1'2) 13 = Rej(c ) Sk3a)(r9)(z9 M; 1'3)

Combine

 ifZ; + 2, + Z5 too large, reject

. Output (€,Z; + 2, + Z5)




Beyond Raccoon : back to rejection sampling




T'nM.

Quantitatively

Needs a few more tricks to get under MLDSA verification

- Unbalanced rejection sampling on hyperballs
- Parallel repetitions

scales ... quite badly

But ... is compatible with the standard ML-DSA !

- 1st round can be done offline (independent of
the message)

- An existing MLDSA key can be shared
(amounts to sample a sharing of zero)

- Compatible but not indistinguishable : the
distribution of signature is not the same same
as the original MLDSA

DOA

Communication cost for Th-MLDSA at N parties with threshold T

N\T 2 3 4 5 6
2 10.5kB
3 15.8kB 21.0kB
4 15.8kB 36.8kB 42.0kB
5 15.8kB 73.5kB 157.4kB 84.0kB
6 21.0kB 99.8kB 388.4kB 524.8kB 194.2kB
Timing for Th-MLDSA on a MacBook M3
(T, N) KeyGen (ms) Sign+Combine (ms) Verify (ms)
Threshold ML-DSA
(3,3) 0.3669 0.6810
(2,4) 0.1709 0.4570
(3,4) 0.2062 1.0961
(4,4) 0.1655 1.3672
(3,5) 0.2870 2.2263 0.0306
(4,5) 0.2940 4.9832
(5,5) 0.1956 2.8453
(4,6) 0.5016 12.1949
(6,6) 0.2181 7.6784




